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WHITE PAPER

The purpose of this paper is to explain the relationship between the Critical Defect Policy and the less than 1 in a million requirement.

As described in MIL-STD-1916 (see ref. 4), a critical defect (characteristic) is a defect that can lead to hazardous or unsafe conditions to the user and/or can cause the end item not to perform its intended mission.  ARDEC classifies defects as critical when occurrence can result in a catastrophic event (death, permanent total disability or system loss) to the user.  When attempts to “design-out” such non-conformances has been exhausted, then the Quality Assurance Provisions get stated in a manner which keeps field occurrence “improbable”.

The connection between critical defects and the requirement for less than 1 in a million comes from risk management.  Historically, in most cases, the highest risk that ARDEC has recommended for acceptance involving a possible catastrophic event is less than 1 in a million.  This number is intended to ensure that the event is indeed improbable, providing a high level of protection to the user.

Time has proven the less than 1 in a million number to be a reasonable and accepted Army and Military definition of “improbable”.  DARCOM-P 385-23 (see ref.2, page 6-5) made reference to this number and the current version of MIL-STD-882 (see ref.1) also cites it.  More importantly, the same line of reasoning has been used for decades in System Safety Risk Assessments, accepted and approved at the General Officer level. The definition has been the AMC promise to the soldier on what is safe. 

MIL-STD 882 requires risk assessments be accomplished by characterizing hazards by hazard severity and hazard probability risks.  The latest version of MIL-STD- 882 establishes suggested mishap probability levels.  The mishap probability is the probability that the mishap will occur during the planned life expectancy of the system.  The suggested mishap probability for Improbable, Level E, is described as “So unlikely, it can be assumed occurrence may not be experienced, with a probability of occurrence less than 10-6 in that life”.  Tables from MIL-STD-882 for both the probability levels and the severity categories are shown below.  DARCOM-P 385-23 also cites the same mishap probability levels and severity categories as the current revision of MIL-STD-882.

TABLE A-II Suggested mishap probability levels.

	Description
	Level
	Specific Individual Item
	Fleet or Inventory**

	Frequent
	A
	Likely to occur often in the life of an item, with a probability of occurrence greater than 10-1 in that life.
	Continuously experienced.

	Probable
	B
	Will occur several times in the life of an item, with a probability of occurrence less than l0-1 but greater than 10-2 in that life.
	Will occur frequently.

	Occasional
	C
	Likely to occur some time in the life of an item, with a probability of occurrence less than 10-2 but greater than 10-3 in that life.
	Will occur several times.

	Remote
	D
	Unlikely but possible to occur in the life of an item, with a probability of occurrence less than 10-3 but greater than 10-6 in that life.
	Unlikely, but can reasonably be expected to occur.

	Improbable
	E
	So unlikely, it can be assumed occurrence may not be experienced, with a probability of occurrence less than 10-6 in that life.
	Unlikely to occur, but possible.


TABLE A-I. Suggested mishap severity categories.

	Description
	Category
	Environmental, Safety, and Health Result Criteria

	Catastrophic
	I
	Could result in death, permanent total disability, loss exceeding $lM, or irreversible severe environmental damage that violates law or regulation.

	Critical
	II
	Could result in permanent partial disability, injuries or occupational illness that may result in hospitalization of at least three personnel, loss exceeding $200K but less than $1M, or reversible environmental damage causing a violation of law or regulation.

	Marginal
	III
	Could result in injury or occupational illness resulting in one or more lost work days(s), loss exceeding $10K but less than $200K, or mitigatible environmental damage without violation of law or regulation where restoration activities can be accomplished.

	Negligible
	IV
	Could result in injury or illness not resulting in a lost work day, loss exceeding $2K but less than $10K, or minimal environmental damage not violating law or regulation.


The item or system ORD may specify the acceptable catastrophic rate to be less than one per million or more generally will just state that there shall be no hazards which will cause injury to personnel or damage to material.

During preparation of System Safety Risk Assessments (SSRA) the levels currently listed in MIL-STD-882 have been used as the guidance for assigning hazard probability levels.  The communication of abnormally high risks to the soldier takes place via the SSRA.  The AMC business process is to get user agreement to such instances.  When an SSRA is not prepared and formally coordinated, then the communication, by default, is that the product poses no safety risk because occurrence is improbable. 

Below are examples where SSRA’s were generated and formally coordinated.  These demonstrate the probability levels at which AMC considers it important to communicate the issue to the user, and to get explicit acceptance.  

Table of Recent SSRA’s

Item
 Date of SSRA
Severity Level
Probability Level
   Probability 
Signature Level

M900
April 92

Catastrophic
Remote

1/303,075
Major General

MK66
March 95
Catastrophic
Occasional
1/56,988

General

Probability levels are controlled through a combination of design and inspection.  The ARDEC specification practices take this into account.  MIL-A-47078, MIL-STD-1316 and the QED Safety Characteristic Policy require critical defects be controlled to less than 10-6.  MIL-A-47078 specifically addresses fuzes but describes procedures for controlling the defect rate.  MIL-STD-1316 addresses fuze design criteria, requiring fuze safety to be better than one per million.  MIL-STD-1916 also requires a verification sample for all screening inspections of critical defects.

It is quite conceivable that failure in the manufacturing/inspection system results in an increased level of probability which the design cannot safely accommodate.  The tire industry case is a recent, commercial example.  In such cases, the risk management can no longer be handled purely in term of abstract probabilities, but based on actual indications of defect rates.  If the actual indicators alter the originally stated/coordinated user’s risk (SSRA or default), then it is suggested that user involvement in accepting the revised situation would be advisable.
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